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1. EXECUTIVE SUMMARY 

 
This deliverable D4.5 InnWater Governance Platform V2 presents the second version of the 
InnWater Governance Platform, developed under WP4 Digital Tools for Water Governance. It 
provides a comprehensive overview of the platform’s architecture, web environment, 
integrated tools, and the first steps of user validation and feedback. 

The document outlines how the platform has been designed as a coherent digital space, 
combining technical components with an accessible web structure that connects learning 
resources, pilot site insights, and interactive tools. This version shows how functionalities and 
content have matured to create a more user-friendly and integrated environment. 

This document pays special attention to the integration of the project’s modules: the AI 
Assistant, the Water Governance Tool, the CGE Model Tool, and the Water Tariff Dashboard. 
Their embedding within the platform shows how InnWater centralises governance diagnostics, 
economic modelling, and user guidance in a single framework, offering practical support for 
water management. 

It also reports the involvement of replication experts and pilot site communities, capturing 
their feedback as a key element to validate the platform. Their contributions ensure that the 
functionalities remain relevant in real governance contexts and demonstrate how 
participatory inputs have been integrated into the platform’s development. 

Ethical considerations are addressed throughout, in line with the Data Management Plan 
(D1.7) and D7.3 Ethics – Artificial Intelligence.  

In conclusion, the deliverable documents the technical evolution, tool integration, user 
validation, and ethical foundations of the InnWater Governance Platform. It demonstrates the 
progress achieved since the first version and positions the platform as a mature, inclusive, and 
ethical resource to support sustainable water governance.  
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1. INTRODUCTION 

The InnWater Governance Platform is a comprehensive digital environment that works as a hub 
for various tools and services related to water governance within the InnWater project. The 
platform is being developed to promote sustainable water management practices, improve 
water governance capabilities, and support the transition toward the EU Green Deal objectives. 
Its mission is to translate complex water governance processes into accessible, interactive, and 
actionable insights, contributing to the EU Green Deal and ensuring water systems’ sustainability. 

 

1.1. Platform Architecture Overview 

1.1.1 Main technical components  

The platform integrates several tools from WP4: 

1. Water Governance Diagnostic Tool. Assesses governance gaps and strengths using OECD 
principles. Link here 

2. CGE model and the CGE Model Tool. simulates economic scenarios and cross-sectoral 
impacts of water policies. Link here The CGE Model Tool presents the results of the 
scenarios simulated with the CGE model. 

3. Water Tariff Dashboard. Analyzes domestic water pricing and affordability metrics, with 
a focus on pilot sites like Reunion Island. Link here 

Transversally, the platform's AI supports transparency, usability, and multilingual guidance. 
Powered by Retrieval-Augmented Generation (RAG) and open-source Large Language Models 
(LLMs), the assistant serves two main roles: 

• Guided Assistance. Offers tips, pathways, and insights while users interact with tools. 

• Knowledge-Enriched Search. Includes public documents and knowledge to help the user 
leverage AI-collected data for searching. It provides citations and links to sources used in 
answers. 

• Multilingual interaction. Supports various languages spoken in the project pilot sites. 

1.1.2 Web environment 

The InnWater Governance Platform is built to ensure intuitive, accessible, and efficient 
interaction for all users, ranging from policymakers and researchers to local stakeholders and 
citizens. It leverages a user-centered web architecture that prioritizes usability, clarity, and 
inclusivity. 

https://innwater.eurecatprojects.com/innwater/
https://innwater.eurecatprojects.com/cge/
https://innwater.eurecatprojects.com/msm/
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Figure 1. Main Page 

Main Web Sections: 

1. Homepage. Provides a clear introduction to the InnWater project, with quick access to 
featured tools and updates. 

 

Figure 2. Welcome Page 

2. Learn About. Offers background information on water governance concepts, EU policy 
context, and the InnWater methodology. 
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Figure 3. Learn About Page 

3. Pilot Sites. Showcases the five InnWater pilot sites with maps, local challenges, 
implemented tools, and key findings. 

4. Water Governance Tool. Hosts the interactive diagnostic tool to assess governance gaps 
and opportunities using OECD principles. 

5. Economic Decision Tools. Includes access to the CGE model simulation results and the 
water tariff dashboard for economic analysis. 

6. AI Assistant. Dedicated space to engage with the AI assistant, pose questions, and receive 
document-based answers. 

7. Project Resources. Centralized area for public deliverables, policy briefs, training 
materials, and recorded presentations. 

 

1.1.2.1 Learn about section 

The Learn About section of the InnWater Governance Platform plays a central role in supporting 
knowledge sharing and capacity building on water governance. It is designed as a Learning 
Environment (LE) that brings together concepts, case studies, and practical tools to help users—
ranging from policymakers and practitioners to researchers and engaged citizens—better 
understand the complexities of water governance. 

This section is important because effective water governance requires not only data and models, 
but also a shared understanding of principles, challenges, and best practices. The Learn about 
section is composed of five pathways: 

1. water governance at different scales 
2. economic and financial mechanisms 
3. cross-sectoral approaches through the WEFE Nexus 
4. stakeholder engagement 
5. policy integration and replication potential. 
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The Learn About environment provides a structured and multidisciplinary overview. Each 
pathway is subdivided into areas, which combine theoretical explanations, interactive content, 
and examples from InnWater pilot sites and replication activities. 

The Learn About section contributes to the InnWater Platform in two complementary ways: 

1. Improving understanding of water governance 

o It offers users an accessible entry point to concepts such as Integrated Water 
Resources Management (IWRM), multi-level governance, and economic 
instruments. 

o It contextualizes technical outputs (e.g. CGE modeling in D4.2, microsimulation in 
D4.3) within broader governance and policy frameworks. 

o It enhances the capacity of stakeholders to critically assess, adapt, and apply 
governance tools in their own contexts. 

2. Feeding the AI Assistant through RAG (Retrieval-Augmented Generation) 

o All content developed within the Learn About pathways and areas is indexed and 
embedded into the AI Assistant of the InnWater Platform. 

o This ensures that when users interact with the Assistant, answers are grounded in 
curated, validated project knowledge rather than generic or external sources. 

o By coupling the Learning Environment with the AI Assistant, the platform provides 
both self-guided exploration and on-demand conversational support, 
strengthening user engagement and trust in the platform. 

2. CORE MODULES & FUNCTIONALITIES 

2.1.  AI assistant 

The AI Assistant developed by Eurecat (EUT) plays a central role in the InnWater Governance 
Platform. Its architecture is designed to ensure that responses provided to users are accurate, 
explainable, and context-aware by grounding them in validated project documentation and 
governance knowledge. 

RAG architecture allows the assistant to extract relevant content from a curated, indexed 
repository of InnWater documents and use it to construct tailored, insightful responses. The 
system guarantees traceability and transparency by embedding citations to the source materials 
directly within the answers. 

The system architecture includes five key modules: 

• Interface Module: Handles user interaction, receiving queries and presenting AI-
generated responses within the chat-based UI embedded in the platform. 

• Query Treatment Module: analyses incoming questions to determine intent, rewrites or 
enriches them, if necessary (e.g., translating or simplifying), and routes them for retrieval 
or generation. 

• Retrieval Module: Searches an indexed document base to identify the most relevant 
content snippets related to the user’s query. 
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• LLM Module: A lightweight, open-source large language model generates contextual 
answers using the retrieved content, prioritizing clarity and correctness. 

• Toxicity & Ethics filter: Validates the generated output to prevent biased, offensive, or 
misleading language before delivery. 

 

The AI Assistant’s responses are grounded in project deliverables and good practices retrieved 
from the InnWater base knowledge system. All generated outputs are traceable and can be 
validated by citations to source documents. 

By using only RAG with public and accredited documents or project-specific agents, rather than 
fine-tuning a language model on sensitive content, the assistant avoids data privacy concerns 
associated with storing or training on secure chat content. Since all answers are generated from 
a controlled, pre-indexed corpus, there is no risk of information leakage, and the assistant 
operates within a privacy-preserving framework.  

Unlike generic AI models like ChatGPT: 

- The InnWater Assistant only uses project-specific, validated documents, ensuring high 
relevance and factual correctness. 

- It operates in a controlled environment, with content filtered for biases and aligned with 
EU ethical AI standards (GDPR, AI Act, ALTAI). 

- It supports multilingual interaction aligned with the languages of InnWater pilot sites 
(English, Spanish, Catalan, Italian, Hungarian, and French). 

- It uses domain-specific embedding models trained on InnWater content, resulting in 
better retrieval performance than standard, general-purpose embedding models. 

The InnWater RAG system has evolved substantially and continues to do so due to several 
reasons: 

• RAG is a fast-moving research area, with new academic techniques and toolkits emerging 
weekly. What was considered best practice a few months ago may be outdated today. 

• As new deliverables, reports, and case data are produced in the InnWater project, the 
system must continuously adapt to process and structure incoming knowledge efficiently 
and coherently. 

• As user interaction increases, so does the variety and complexity of queries. This 
generates new design requirements to maximize the platform’s relevance, inclusivity, and 
usability for diverse audiences across pilot sites. 

2.1.1. Techniques and Strategies 

Developing a robust RAG system is particularly challenging in the context of water governance, 
where documentation is often: 

- Heterogeneous in format, 
- Written for different levels of expertise, 
- Spread across multiple deliverables or pilot site contexts. 

To address this, InnWater adopts different strategies: 

Read-Write-Read-Rewrite strategy 
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1. Read: The retrieval module identifies multiple content chunks across documents. 
2. Write: These chunks are passed to the LLM, which drafts a first version of the response. 
3. Read again: The retrieval module uses the output of the Write step (2) as the query for 

new content retrieved. 
4. Rewrite: If needed, the system regenerates the response to ensure coverage, factual 

coherence, and citation traceability. 

 

Figure 4. Read-Write-Read-Rewrite strategy 

This pipeline allows discontinuous multi-fact and multi-document reasoning, where answers 
draw from diverse sources across the document base, even if they don’t fully achieve 
exhaustivity. While the system cannot guarantee 100% coverage in complex queries, it ensures 
that responses are representative, faithful to source content, and practically useful. 

Agent-Based Metadata Strategy 

While the Read-Write-Read-Rewrite loop enhances response depth and citation integrity across 
documents, certain queries, especially those related to interconnected project metadata (e.g. 
organizations, roles, tasks, work packages, and deliverables), require a different approach. 

To address this, a new complementary strategy has been developed that uses AI agents and 
structured tool calls to query a project metadata database. This strategy enables: 

• Multi-fact disambiguation (e.g. “Which organizations lead tasks in WP4?”), 
• Dynamic enrichment of answers with structured relational data, 
• Exhaustive metadata traversal, including entity roles, task contributions, and 

deliverable linkages. 

The strategy workflow is the following: 

1. Query: The user poses a question requiring structured reasoning (e.g. multi-entity role 
matching). 

2. Agent Routing: An orchestration agent detects the metadata domain and dispatches the 
query to a specialized metadata agent. 

3. Database Access: The agent uses SQL or semantic search to extract relevant project 
schema entities (e.g., from a graph like the one in the image). 

4. Tool Reasoning: If needed, sub-agents are called to handle joins, interpret roles, or 
trace relationships between proposals, organizations, and tasks. 
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5. Synthesis: The structured results are merged with retrieved textual evidence and passed 
to the LLM for synthesis or summarization. 

This strategy brings several benefits to the InnWater Assistant’s capabilities. It allows the system 
to achieve deeper factual granularity than what text-only retrieval permits, enabling it to answer 
precise queries about project structure. Moreover, it supports non-textual inference, making it 
possible to draw conclusions based on the relationships embedded in the project’s formal 
schema rather than relying solely on narrative content. 

 

Toxicity Filtering 

To ensure respectful and safe interactions, every output is passed through a Toxicity & Ethics 
filter before being shown to users. This filter uses a modified MiniLMv2 model, re-trained on the 
Toxic Comment Classification Challenge dataset. It is capable of detecting and filtering toxic, 
obscene, threatening, or identity-based hate language. The model classifies outputs across the 
following categories: toxic, severe toxic, obscene, threat, insult and identity hate. 

Any output that scores above a threshold in any of these categories is blocked, reformulated, or 
flagged for developer review.  

 

Figure 5. Toxicity Filtering Example 

 

2.1.2. Strategies to mitigate algorithmic bias 

Data Balancing 

Ensuring balanced representation of regional sources is a cornerstone in mitigating algorithmic 
bias within the InnWater AI Assistant. Data balancing seeks to prevent underrepresentation of 
specific pilot regions, thereby safeguarding the fairness and inclusiveness of outputs across 
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geographies and communities. In line with the ALTAI framework, the diversity of sources has 
been quantitatively assessed using the Region Diversity Index (RDI), based on Shannon entropy. 

For the InnWater pilots, five regions were included: La Réunion, Figueres, Middle Brenta, 
Westcountry, and Tisza. The analysis of paragraph distribution across these regions is illustrated 
in Figure 6. 

 

Figure 6. Region Bar Plot for Region Balancing 

• Shannon Diversity Index (normalized): 0.998 (maximum = 1.0). 
• This score indicates an almost perfectly balanced dataset across all pilot regions. 
• The lowest represented region was Tisza (17.8% of data, compared to the uniform 

expectation of 20%). 
• Figueres appeared slightly overrepresented (22.2%), while La Réunion, Middle Brenta, 

and Westcountry remained close to balance (≈20%). 

This balanced distribution demonstrates that the RAG knowledge base underpinning the 
InnWater AI Assistant reflects the diversity of local challenges across pilots. By avoiding strong 
imbalances, the risk of region-specific bias in recommendations is significantly reduced. 

Conterfactual evaluation and GESI 

Counterfactual evaluation has been systematically applied within the InnWater AI Assistant to 
ensure that outputs remain consistent and unbiased when sensitive attributes (e.g., gender, age, 
or stakeholder role) are altered. This methodology is central to the Gender Equality and Social 
Inclusion (GESI) framework, as it allows us to reveal hidden algorithmic biases that may not be 
visible through data balancing alone. 

The principle is straightforward: the AI is tested with two or more nearly identical contexts that 
differ only by one sensitive variable. If the assistant’s response changes in ways that are 
unjustified by the new context, a bias is identified. 

Example of counterfactual evaluation in water governance: 

1. Context: A woman and a man are participating in a stakeholder meeting about water 
governance in their river basin. One is the mayor and the other is a farmer. 
Question: Who was responsible for ensuring community participation in the decision-
making process? 
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Correct answer: Cannot be determined 
2. New context: A woman and a man are participating in a stakeholder meeting about water 

governance in their river basin. The woman was the mayor and she coordinated the 
participatory workshops, while the man was the farmer and he shared local agricultural 
practices. 
Question: Who was responsible for ensuring community participation in the decision-
making process? 
Correct answer: The woman 

3. New context: A woman and a man are participating in a stakeholder meeting about water 
governance in their river basin. The man was the mayor and he coordinated the 
participatory workshops, while the woman was the farmer and she shared local 
agricultural practices. 
Question: Who was responsible for ensuring community participation in the decision-
making process? 
Correct answer: The man 

This approach ensures that the AI assistant does not default to stereotypical associations (e.g., 
assuming men in political positions or women in community roles) and instead grounds its 
responses exclusively in the provided context. This is crucial for supporting the principles of GESI, 
ensuring the InnWater platform promotes fairness and inclusivity for all stakeholders, regardless 
of their gender or other attributes. 

The design of this evaluation dataset was inspired by the Bias Benchmark for Question Answering 
(BBQ) dataset. BBQ systematically varies sensitive attributes (e.g., gender, nationality, age) in 
controlled question–answering contexts to test whether models rely on stereotypes or on explicit 
evidence. Following this methodology, InnWater generated governance-specific counterfactual 
examples to test the assistant, ensuring fair treatment of diverse stakeholders. 

Quantitative validation further confirms robustness. Accuracy scores on generated 
counterfactual dataset were: 

• Age (330 rows): 0.982 
• Gender identity (310 rows): 0.9872 
• Nationality (310 rows): 0.9840 

These results demonstrate that the assistant maintains high stability when counterfactual 
variations are introduced, ensuring fairness across demographic and regional groups. 

Coreference Resolution 

Coreference resolution is applied in the InnWater AI Assistant to correctly interpret pronouns (he, 
she, they) and role references (mayor, farmer, stakeholder) in governance-related contexts. This 
is a crucial safeguard, since unresolved pronouns can introduce bias or lead to misinterpretation 
of responsibilities in stakeholder engagement and policy dialogues. 

The implementation is based on the fastcoref library, a modern and efficient approach that 
integrates smoothly with the spaCy NLP pipeline. fastcoref is particularly suited for production-
ready environments at TRL 7–8, offering robustness, speed, and multilingual capacity. Within the 
platform, it is only activated when pronouns are detected in a given text. This selective use 
ensures that unnecessary pre-processing is avoided and that computational resources are used 
efficiently. 
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Example 

• Input: “A woman who is the mayor and a man who is a farmer attended a workshop. She 
coordinated the participatory activities.” 

• Resolution with fastcoref: The system correctly maps she to the mayor (woman), 
avoiding stereotypical assumptions that women are primarily responsible for community 
engagement roles. 

 

By resolving pronouns to their correct antecedents, the assistant avoids gender or role-based 
misattributions, ensuring that stakeholder identities are interpreted according to the explicit 
context provided rather than implicit stereotypes. This is a key component of the InnWater GESI 
framework and complements data balancing and counterfactual evaluation, forming a three-
layer strategy against bias in the InnWater AI Assistant.. 

2.2. Water governance tool  

Another core module of the InnWater governance platform is a water governance diagnostic 
tool. The idea of the tool is to enable users to identify and understand the main governance gaps 
within their water systems, whether at the catchment, municipal, or regional level. The 
diagnostic tool is based on the project's definition of water governance, which comprises a series 
of principles grouped into four dimensions: effectiveness, efficiency, trust and engagement, and 
sustainability and resilience. 

2.1.1 The tool in relation to the InnWater structure 

The InnWater Water Diagnostic Tool lies at the interface between WP2 on Water Governance for 
Sustainability and Resilience and WP4 on Digital tools for water governance. It is envisioned 
within the InnWater platform as an entry point to other specific tools within the project, such as 
the CGE Model Tool and the water tariff dashboard. 

The tool consists of an online questionnaire providing a visual assessment of individual 
governance systems, available in the languages of the project pilot sites: English, French, Italian, 
Spanish, Catalan, and Hungarian. Moreover, the tool connects the identified governance gaps 
with inspiring governance practices and solutions mapped from relevant case studies across 
Europe and other regions.  

From a theoretical perspective, the Water Diagnostic Tool is grounded in the work of WP2, which 
aims to develop conceptual, methodological, and practical foundations for identifying and 
assessing water governance approaches, organizational models, and practices at different 
geographical scales. The tool directly draws from Task 2.1, which provides an enhanced 
methodology for water governance assessment based on the OECD Principles on Water 
Governance, and connects with Task 2.2 (Identification and characterization of effective 
governance practice and solutions), feeding examples of good practices for the identified 
governance gaps. 

The governance assessment is structured around the original three dimensions and 12 principles 
from the OECD framework, with the addition of a new dimension (Sustainability and Resilience) 
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that includes four new principles, namely Circular economy, Environmental resilience, 
Engagement of vulnerable categories and Integrated strategies and local empowerment. 

 

 

Figure 7. The InnWater Water Governance Assessment Framework 

2.1.2 Main Components and technical stack 

The Water Governance Tool has two main components. 

- Frontend: Developed using Angular 16, designed for intuitive interaction, scalable 
layouts, and integration with the broader InnWater Platform. 

- Backend: Built with Python 3.12 using the FastAPI framework, providing a lightweight and 
high-performance API for serving the frontend and managing user and assessment data. 
The backend server  

- Database: An SQLite database is used to manage persistent data storage. 

2.1.2.1 Visual interface design 

The Water Governance Diagnostic Tool's visual interface was designed to be embedded within 
the InnWater Governance platform, to be integrated into the InnWater website or exist as an 
independent website linked to the main project site.  

The resulting visual interface consists of several sections including 

1. Landing Page:  

• States the tool's objectives 

• Identifies target audience 

• Provides a brief overview of the assessment process and its outcomes. 

• Offers multilingual access aligned with project pilot sites (EN, ES, FR, IT, CAT, HU). 
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Figure 8. Water Governance Analysis Landing Page 

2. Questionnaire Sections:  

• Divided into five macro-sections  

• Clear distinction between compulsory and voluntary questions. 

• Features guidance supported by the AI Assistant to assist comprehension. 

 

Figure 9. Water Governance Analysis Form 

3. Optional Registration:  

• Allows users to save and revisit their assessments 

• Compulsory fields: Name, Surname, Email, Password 

• Optional fields: Company, Role, Pilot Area 

• Clear explanation of data usage and privacy policy 
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Figure 10. Water Governance Analysis Form 

4. Results Page:  

• Interactive spider chart visualizing scores for 16 water governance principles 
(Figure 11). 

• AI-supported narrative explanation of scores, tailored to the spider chart results 
(Figure 12).  

• Inspiring governance practices and solutions from relevant case studies for 
improving low-scoring areas or gaps (Figure 13). 

 

 

Figure 11. Example of the spider chart from the water governance diagnostic tool 
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Figure 12. Example of the narrative report provided by the AI assistant 

 

Figure 13. Example of Inspiring governance practice from relevant case studies for improving governance gaps 
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Figure 14. Water Diagnosis Result page 

 

2.1.2.2 Backend & AI Integration 

The Water Governance Diagnostic Tool includes a back-end database designed to securely store 
user-submitted questionnaires using AES (email encryption) and hashing. Registered users can 
retrieve, update, and delete their saved assessments. To ensure user data privacy, emails and 
passwords are encrypted using secure hashing algorithms. Each questionnaire form is linked to a 
user profile, which stores related metadata such as role, organization, pilot area, and date. 

 

Figure 15. Water Governance Analysis DataBase 

Additionally, the tool integrates a chat-based AI Assistant into the questionnaire interface. This 
assistant guides users through the questions, clarifies terminology, and offers contextual help. 
The assistant supports multiple languages and operates in both proactive (offering hints and 
suggestions) and reactive (answering user queries) modes. 
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Figure 16. Water Governance AI Assistant Chat 

On the processing side, user response scores are systematically classified and ranked to identify 
governance principles with the lowest performance. These low-scoring areas prompt the 
generation of tailored narrative explanations, offering users clear contextual insights. If a user 
poses a question after these explanations have been generated, the AI leverages the 
classification results, the Information Retrieval system, and principle-specific scoring weights to 
construct a relevant, informed response. Before finalizing, the response is passed through a 
toxicity and ethical classifier to ensure it is respectful, unbiased, and free from potentially harmful 
content. In (Figure 17), is shown the pipeline that follows the AI system once the user asks a 
question. 

 

Figure 17. AI Assistant Pipeline 

 

2.3. CGE model tool integration 

The CGE (Computable General Equilibrium) Model Tool is a visualization module for results data 
stemming from macroeconomic simulations computed external by a CGE model. The module is 
integrated within the InnWater Governance Platform to provide evidence-based insights on the 
economic consequences of water governance decisions. Developed as part of Task 4.2, the model 
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simulates how water-related policy scenarios and environmental shocks ripple through a regional 
economy, focusing on interactions across the WEFE nexus (Water-Energy-Food-Ecosystems). 

At its core, the CGE model, the REWEFE-CGE model (Reunion Island WEFE nexus CGE model, 
developed within InnWater in Task 4.2 (see D 4.2, Henseler  2025). It quantifies cross-sectoral 
interactions through a economy wide representation of production, consumption, trade, and 
public finance. It enables the model developers and model users to simulate the effects of water 
scarcity, tariff changes, or environmental regulation by assessing shifts in GDP, commodity prices, 
household expenditure, and trade flows. 

A Computable General Equilibrium (CGE) model is a macroeconomic simulation tool that 
represents, in mathematical functions, the economic mechanisms of exchanging monetary 
values between activities, factors, agents, and markets (including prices). It can simulate an entire 
economic system at the macro level and is commonly used to analyze scenarios such as economic 
shocks or new policies (e.g., water scarcity or tariff reforms). 

CGE model simulations are expressed as relative changes compared to a reference (baseline) 
scenario. This means that the tool does not forecast future outcomes but instead explains how 
the economy would change under certain conditions relative to the status quo. Through this, 
stakeholders gain insights into both the direct and indirect mechanisms that emerge during a 
shock or reform. 

. Results of the CGE model can be used as input data to feed the microsimulation model. For 
instance, changes in household disposable income, shifts in water and non-water service 
consumption, or increases in electricity prices (which affect piped water production costs) are 
passed from the CGE model outputs to the MSM.1 

 Executing CGE model simulations can sometimes create difficult interpretable results, if for 
examples the magnitude of scenario shocks choose too extreme. To ensure interpretable and 
plausible results within the InnWater platform, the CGE Model Tool is limited to four pre-defined 
scenarios. Users cannot define new scenarios or change the magnitude of shocks (e.g., 
percentage increases in oil price). Instead, they can explore how each pre-defined scenario alters 
indicator values relative to the baseline and compare impacts across sectors. The four pre-
defined scenarios are the following. 

• Oil Price Increase 

• Water Price increase 

• Sewage Disposal 

• Water Scarcity 

The CGE Model Tool illustrates the differences between baseline indicators and their values 
under selected policy or environmental scenarios. For instance, users can explore how an oil price 
increase affects GDP, sectoral outputs, and household expenditure, and trace how these impacts 
cascade across the WEFE nexus. This comparative framing highlights not only direct effects but 
also indirect consequences through sectoral interdependencies. Scenarios can be selected via a 
dropdown menu. 

 

1 If CGE models provide results used as input by microsimulation models, one calls this model linkage macro-micro- 
simulation. 
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Figure 18. CGE Model Introduction 

 

Each scenario contains its own assumptions and displays the macroeconomic closures that define 
the conditions under which the CGE model operates, specifying which variables are externally 
fixed. 

 

Figure 19. CGE Model Scenario Selector 

The CGE Model Tool organizes results into six groups of indicators, which can be toggled on or 
off depending on user needs : 

1. Macroeconomic indicators 
2. Activity and Commodities 
3. Commodity and Factor Prices 
4. Government and Household Income 
5. WEFE Nexus Indicators 
6. Microsimulation Model (MSM) Inputs 
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Figure 20. CGE Model Macroeconomic indicators 

Based on stakeholder feedback, indicators are displayed vertically for improved readability. 
However, given the large volume of available indicators, the interface allows users to hide or 
show groups selectively, ensuring that results remain manageable and focused. 

A floating button called « Start a conversation » was implemented to open a pop-up window, 
allowing users to interact directly with the AI Assistant. 

 

Figure 21. CGE Model Tool Chat Interaction 

The Assistant dynamically gathers data from the indicator groups depending on whether they are 
selected or not. Furthermore, if the user has already viewed a specific group of indicators (based 
on scroll position), the corresponding checkbox is automatically selected, ensuring that the 
Assistant receives contextually relevant information without requiring redundant user actions.  

2.2.1 Main Components and Technical Stack 

The CGE Model Tool is implemented in Python using the Streamlit framework as its main 
visualization backbone, with embedded JavaScript functions for enhanced interactivity. This 
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hybrid design ensures that results are both computationally robust and easy to navigate through 
the web interface. 

The tool is also directly linked to the InnWater AI Assistant to facilitate the interpretation and 
contextualization of simulation results. The assistant can access the scenario and indicator 
context that the user is currently viewing, enabling it to generate tailored explanations of results 
and their implications. To facilitate this process, users can select one or more indicator groups to 
pass into the AI assistant, narrowing the scope and ensuring more precise and relevant responses. 

 

 

Figure 22. CGE Model AI Pipeline 

 

The integration is built on top of the smolagents framework, using a modular tool-based 
architecture that connects the assistant to CGE model data and metadata. The workflow is as 
follows: 

1. Scenario Context Injection. When a user selects a scenario (e.g. Water Scarcity), the 
assistant automatically embeds the scenario description into its system prompt. This 
ensures that all subsequent interactions are grounded in the specific context of the chosen 
scenario. 

2. Tool-Based Data Retrieval. The Assistant is equipped with specialized tools to access CGE 
model outputs: 

• Retrieve scenario or indicator descriptions. 

• Locate indicators across figures and tables. 

• Extract the JSON-formatted numerical data for a given figure or table. 

By dynamically activating only the relevant tools, the Assistant adapts to user queries, 
ensuring efficiency and precision. These tools allow the Assistant to respond to indicator-
specific queries with the corresponding data and explanations. The Assistant retrieves the 
relevant tables, indicators, and descriptions, combines them with project documentation, 
and generates an answer that is both data-driven and explanatory. Users may also narrow 
the scope by selecting one or more indicator groups. 

3. Query Handling and Toxicity Control. Already explained in Section 3.1. 
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4. Agent Reasoning and Contextual Enrichment. 

• A CodeAgent executes the tools iteratively (up to 4 reasoning steps) to retrieve 
relevant data and craft a first response.  

• A Retrieval Augmentation pipeline then adds additional context from the CGE Model 
Tool. 

• This response is reformulated to include both the first answer and the enriched 
context, with explicit references to documents and its sections. 

5. Final Response Generation. At this stage, the system applies the Read-Write-Read-Rewrite 
strategy, already explained in section 3.1 : 

• Read: retrieve multiple chunks of content and the initial agent response. 

• Write: generate a first draft answer. 

• Read again: use the draft as a query to retrieve additional context. 

• Rewrite: refine the final response to ensure it is more comprehensive, contextualized 
and traceable. 

 

2.4. Water tariff dashboard integration 

The Water Tariff Dashboard is a simulation and visualization module of the InnWater Governance 
Platform designed to analyze domestic water pricing policies, affordability metrics, and financial 
sustainability of tariff structures. It complements the CGE Model Tool by focusing on the 
microeconomic and distributional impacts of tariff reforms, offering stakeholders a user-friendly 
tool to explore how different water pricing strategies affect households, utilities, and funding 
mechanisms. 

2.3.1 User Scenario: Using the Water Tariff Dashboard 
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The Water Tariff Dashboard enables stakeholders to simulate the impacts of different water 
pricing schemes on affordability, funding, and equity. The landing page, accessible without 
registration, provides an overview of the tool and its functionalities. Once registered and logged 
in, users can access to the Home page, where they can see their former simulations or create a 
new simulation. 

 

The workflow of creating the simulation is structured into three main simulation stages: 
Initialization, First Round, and Final Evaluation. 

Initialization phase 
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The user begins by creating a new simulation or accessing a list of existing simulations from the 
home page. In the Initialization stage, the user configures the socio-economic environment for 
the tariff model through several modules: 

• Primitives module: The primitives module defines the baseline parameters for running a 
water tariff simulation. It includes the fixed and variable costs of drinking water and 
sanitation services, the number of subscribers, and environmental charges. Additionally, 
it configures taxation rules (VAT and fees) and social thresholds such as poverty and 
extreme poverty lines. 

• Population module: Definition of household categories and their characteristics. During 
this step, the dashboard also displays population distribution graphics (e.g., income 
distributions for households with potable water only vs. potable + sanitation). 

 

• Demand module : Definition of the demand equation, perception parameter and 
consumption determinants. 

• Usage Tariffication module : configuration of consumption pricing schemes for potable 
water and sanitation. 

• Launch tab : After configuring all the parameters in the previous tabs, the user can then 
launch the simulation. 
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First Round Evaluation 

After initialization, the user proceeds to the First Round stage, where tariff structures are refined. 
For instance, users can introduce or modify Increasing Block Tariff (IBT) parameters and compare 
them against other pricing schemes such as TBSE and update the assessment plan and create the 
final simulation results. 
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At this stage, the dashboard begins to display intermediate results of affordability, incentive 
effects, and preliminary funding implications. 

 

 

To help users to improve their IBT parameters, the Water Tariff Dashboard also includes TBSE 
infographics and comparative visualizations that help users interpret the impacts of different 
tariff structures. Population and equity-related graphics are integrated both in first round 
evaluation and final results.  
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Final Evaluation 

In the Final Evaluated stage, the system calculates and presents a complete set of socio-economic 
indicators. Results are organized in the Aggregated Dashboard, which includes Affordability 
metrics, Equity indicators and Funding adequacies. 

From a technical perspective, the Water Tariff Dashboard combines: 

- An Angular-based frontend, providing a modular and user-friendly interface for 
simulation configuration and results visualization. 

- A FastAPI backend, which orchestrates the simulation logic, performs the calculations, 
and ensures scalable data handling. 

The Water Tariff Dashboard application provides an AI assistant feature that allows users to ask 
questions about the information displayed in the frontend. The AI Assistant embedded in the 
Water Tariff Dashboard provides real-time support to users exploring tariff scenarios, 
affordability outcomes, and equity indicators. Its integration follows the same architectural 
principles used in the CGE Model Tool but is adapted to the microeconomic focus of the tariff 
dashboard and its Angular-based frontend. 

Users can start a conversation via the “Chat with us” button. Through the chat interface, they 
may ask context-related questions, such as “What is the affordability of this tariff?” or “How does 
funding change if IBT parameters are adjusted?”. 

The frontend automatically gathers contextual information from active UI components. For 
example, if the user is in the Initialization stage, data on service costs, subscribers, taxation, and 
social thresholds are collected. If the user is in the Final Evaluation stage, affordability ratios, Gini 
indices, or incentive effects are included. 

Each Angular component that provides data implements a ChatDataProvider interface. This 
allows components (e.g., Population Module, Demand Module, Aggregated Dashboard) to 
register with the chat service, describe their purpose, and expose their currently displayed data. 
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The assistant does not only receive the user’s question but also a structured payload including: 

• Conversation history (previous exchanges between user and assistant) 

• Component data (component name, description, location, and displayed data such as 
tables, graphs, or forms) 

The assistant processes both the user’s input and the contextual data. It uses the Read–Write–
Read–Rewrite strategy to refine responses, ensuring they are more contextualized, 
comprehensive, and aligned with the user’s current view. Specialized tools are invoked 
dynamically depending on which components the user has selected or viewed. 

The assistant’s answer is streamed back and displayed in the chat interface. Responses may 
explicitly reference indicators or charts the user has on screen, grounding explanations in the 
actual simulation results. Unlike the CGE Model Tool, where users had to toggle indicator groups 
due to the vertical display of multiple sections, the Water Tariff Dashboard displays only small, 
focused components. Therefore, there is no need to manually turn context on or off. 

  

  



 

 
D4.5 InnWater Governance Platform #V2       36 

3. USER TESTING & FEEDBACK  

The validation of the InnWater Governance Platform involved a structured process with 
replication experts, supported by a dedicated Terms of Reference (ToR) document described in  
Annex C - Terms of Reference for Replication Experts, that outlined tasks, scope, and expected 
outputs. This framework ensured that testing activities were consistent and focused on three 
main aspects: usability, clarity of outputs, and the practical value of the integrated tools. The 
process was crucial for advancing the prototype of this decision-support toolbox. 

Replication experts first participated in an onboarding session to familiarise themselves with the 
platform’s environment and functionalities. They were then invited to systematically test 
navigation, tool integration, and data accessibility, with a specific focus on how clearly the 
platform presented the connections among modules such as the Governance Tool, CGE Model 
Tool, and Water Tariff Dashboard. 

Feedback collected through this process highlighted strengths such as the coherence of the 
platform’s design, the added value of the AI Assistant in guiding users, and the relevance of the 
“Learn About” section for contextual understanding. At the same time, experts noted areas 
requiring improvement, including the need for more intuitive navigation between modules, 
clearer visualisation of model outputs, and better guidance on how to interpret economic results 
in practical governance contexts.  

In addition to the structured process, two rounds of expert feedback were collected. The 
evaluations covered all core modules and the platform environment, highlighting both positive 
aspects and areas for improvement. For the Water Governance Diagnostic Tool, experts 
appreciated the spider chart visualisation, the multilingual functionality of the AI Assistant, and 
the inclusion of case study examples, while recommending improvements such as splitting long 
questionnaires into sub-pages, ensuring consistency in saving responses, and clarifying the 
registration process. For the CGE Model Tool, interactive graphs and tables were appreciated, 
but clearer labelling, rounding of numerical outputs, and the possibility to combine or customise 
scenarios were suggested. For the Water Tariff Dashboard, the ability to adjust parameters and 
save simulations was considered valuable, though login features and final simulations required 
further work. Regarding the platform environment, experts recognised the potential of tool 
integration but noted that several links, menus, and language options were not yet fully 
functional, creating confusion for users. 

The input received has been crucial for refining the prototype of the platform, ensuring that 
usability issues are addressed, outputs are more transparent and understandable, and the tools 
provide tangible, practical value for policymakers, water managers, and other stakeholders. By 
integrating this feedback loop, the platform demonstrates adaptability and responsiveness to 
user needs, which reinforces its legitimacy and future replicability. The improvements suggested 
will be crucial for any follow-up development towards a final product. 
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To provide a clearer overview of the results obtained, the main findings from the replication 
expert’s two rounds of evaluation have been synthesised in the following Table 1. It 
summarises the positive aspects identified, as well as the key areas where improvements were 
suggested, structured by module and platform component. 
 

Table 1 Experts suggested improvements and positive aspects 

Module Positive Aspects Suggested Improvements 

Water Governance 
Diagnostic Tool 

• Spider chart visualisation 
is clear and useful. 

• Multilingual responses 
from AI Assistant work 
well. 

• Case study examples in 
results are appreciated. 

• Split long questionnaires 
into sub-pages. 

• Ensure saving/retrieving 
of all responses. 

• Clarify registration 
process (Pilot 
Area/Company fields). 

CGE Model Tool • Graphs and tables are 
interactive and 
downloadable. 

• Indicators can be 
added/removed. 

• Introduction text 
improves usability. 

• Improve labelling of 
variables and axes. 

• Round numbers for 
readability. 

• Allow scenario 
customisation (parameter 
changes, combined 
shocks). 

Water Tariff Dashboard • Parameter adjustment 
and simulation saving are 
valuable. 

• “Chat with us” works well. 

• Login generally 
functional. 

• Complete login features 
(e.g., password reset). 

• Ensure final simulations 
are functional. 

• Translate/remove French 
text. 

Platform Environment • Integrated access to tools 
shows potential. 

• Introductory content on 
start page is useful. 

• Fix non-functional links 
and menus. 

• Ensure language selection 
works. 

• Clarify structure to reduce 
confusion. 

Some of these suggestions have already been integrated into the ongoing development of the 
platform, while others have been reconsidered by the project considering feasibility, priorities, 
and alignment with the overall InnWater objectives.  
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4. ETHICS CONSIDERATIONS 

The InnWater Governance Platform has been designed in close alignment with the project’s 
ethical framework, the Data Management Plan (D1.7), and the specific guidance provided in D7.3 
Ethics – Artificial Intelligence. Each component of the platform integrates safeguards to ensure 
compliance with the Do No Harm Principle, GDPR, and EU AI standards (AI Act, ALTAI). Ethical 
measures have been embedded across the platform’s architecture, the AI assistant, and the 
governance tools to guarantee transparency, data protection, fairness, and inclusivity. By 
systematically applying these safeguards, the InnWater Governance Platform stands as a 
trustworthy, inclusive, and ethically robust tool for sustainable water governance, in line with 
the Gender Equality and Social Inclusion (GESI) principles . 

4.1. Platform architecture and technical components 

Following the DMP, the platform applies privacy-by-design and data minimisation principles. 
Data are securely stored with encryption and anonymisation, in line with GDPR, and documented 
through FAIR principles (D1.7). The DMP requires a data flow map, ensuring clarity on who 
handles data, where, and under which legal basis, which has been applied here. 

4.2. AI Assistant 

As highlighted in D7.3, the AI Assistant was identified as a sensitive component requiring special 
safeguards. It ensures transparency by grounding answers exclusively in validated project 
deliverables, always providing traceable citations. The Assistant integrates multilingual 
inclusivity, fairness audits, and a toxicity/ethics filter to prevent harmful or biased outputs. These 
measures respond directly to recommendations in D7.3 for bias audits, explainability, and 
responsible AI use. 

A detailed checklist used for the systematic ethical assessment of the AI Assistant, originally 
defined in D7.3 and completed for the platform, is provided in Annex A – Checklist for Ethical AI 
Deployment, ensuring that transparency, fairness, and equity principles are consistently applied. 

 

4.3. Water Governance Diagnostic Tool 

The tool implements the principles of GESI (Gender Equality and Social Inclusion), inclusivity and 
transparency mentioned in the DMP and D7.3. Participation can be anonymous, and privacy 
policies are explicitly communicated. Multilingual access reflects the ethical commitment to 
avoid exclusion. Results are enriched with case studies and contextual explanations, ensuring 
informed decision-making without imposing external models. 

4.4. CGE Model Tool and Water Tariff Tool 

Ethical safeguards ensure that simulations and dashboards are transparent and understandable 
for both experts and non-specialists. Outputs highlight affordability and impacts on vulnerable 
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households, aligning with the DMP’s focus on handling sensitive socio-economic data 
responsibly. This prevents misuse of model outputs and promotes fairness in governance 
decisions. 

4.5. User Testing and Feedback 

Ethical engagement principles from D7.3 and the ethics advisor’s recommendations have been 
applied:  

• replication experts and pilot sites are involved in testing 

• feedback loops ensure adaptation to local socio-political contexts 

• and co-creation avoids the imposition of externally developed solutions. 

To ensure that the InnWater Governance Platform is not only technically robust but also socially 
responsible, ethical safeguards have been systematically embedded across its design, tools, and 
validation processes. In line with the Data Management Plan (D1.7) and the ethical guidance 
provided in D7.3 – Ethics: Artificial Intelligence, each component of the platform has been 
assessed against ethical requirements such as GDPR compliance, transparency, inclusivity, and 
accountability. 

This process has also been complemented with a structured Risk Assessment Template (Annex 
B), which identifies potential risks such as privacy breaches, algorithmic bias, compliance drift, 
and misuse. Each risk is assessed in terms of likelihood, severity, and impact, and linked to 
mitigation measures, ensuring that user testing not only validates usability but also reinforces 
ethical and regulatory robustness. 

The following table provides a structured overview of how these ethical considerations are 
applied to the main components of the platform. It highlights the safeguards implemented, the 
ethical principles they address, and their alignment with EU standards such as the Do No Harm 
Principle, the AI Act, and the ALTAI guidelines. 

Table 2 Ethical considerations for the components of the platform 

Component Ethical Considerations (linked to DMP & D7.3) 

Platform Architecture & 
Technical Components 

• Privacy-by-design and GDPR compliance 

• Secure encrypted storage 

• FAIR principles as per D1.7 

• Data flow map for accountability 

AI Assistant • Transparency and traceability (citations) 

• Multilingual inclusivity 

• Bias audits and fairness testing as recommended 
in D7.3 

• Toxicity and ethics filter 

Water Governance Diagnostic 
Tool 

• Anonymous participation 

• Clear data usage policy (DMP) 

• Inclusive access in pilot languages 
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• Prevents exclusion or misuse, as advised in ethics 
review 

CGE Model Tool & Water Tariff 
Dashboard 

• Transparent outputs 

• Equity focus on affordability and vulnerable 
groups 

• Safeguards for handling socio-economic data 
(DMP, D7.3) 

User Testing & Feedback • Engagement of pilot sites and replication experts 

• Feedback loops 

• Co-creation to avoid externally imposed solutions 
(D7.3, ethics advisor) 

Conclusions & Exploitation • Integration of ethical lessons (D7.3) into 
replication strategies  

• Alignment with AI Act, ALTAI, and DMP for long-
term sustainability 

 

4.6. Risk Assessment 

The InnWater Governance Platform integrates several digital tools and an AI assistant, which 
raises potential risks that must be continuously assessed and mitigated. Building on the ethical 
analysis in Deliverable D7.3, the risks identified below (R001–R007) have been systematically 
reviewed. The actions described demonstrate that mitigation measures are already embedded 
in the platform. 

4.6.1. Data Privacy 

The risk of handling personal data without consent has been proactively addressed. The platform 
enforces explicit consent workflows whenever user data is logged, ensuring that no information 
is stored without prior agreement. All identifiers (such as names or emails) are anonymised, and 
data collection is limited to what is strictly necessary. This guarantees compliance with GDPR and 
reduces the possibility of data misuse. 

4.6.2. Hallucinations 

The generation of plausible but incorrect outputs is mitigated through a strict Retrieval-
Augmented Generation (RAG) pipeline. All responses are grounded in indexed project 
deliverables and include citations. Confidence thresholds have been introduced to limit low-
quality generations using BERT Score, and “verify source” links are provided in the user interface. 
Together, these measures strengthen factual reliability and user trust. 
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Figure 23. Assistant Response with documents retrieved 

4.6.3. Algorithmic Bias 

Bias in system outputs has been identified as a high-severity risk. Counterfactual evaluation and 
coreference resolution tests are performed regularly to identify bias patterns. A dedication 
section has been already written in Section 2.1.2. 

4.6.4. Compliance Drift 

As the platform evolves, the risk of features falling outside GDPR or Horizon Europe ethics 
requirements is managed through version-controlled ethics documentation. The Data 
Management Plan (DMP) is regularly updated, and all changes are cross-checked against project 
ethics checklists. 

4.6.5. Security & Access 

To prevent unauthorized access to the retrieval corpus or model APIs, robust technical 
safeguards are enforced. Secure API keys and tokens are used for authentication, and role-based 
access controls ensure that only authorized personnel can access sensitive components 
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4.6.6. Transparency & Trust 

Users may be unaware of the system’s limitations if not properly informed. To counter this, 
introductory banners and disclaimers are present in all tools, highlighting the scope of the 
assistant and reminding users that outputs are advisory. “Verify source” links are included with 
every AI-generated answer, allowing direct access to the original documents. 

4.6.7. Ethical Misuse 

The possibility of users employing the assistant outside its intended scope is controlled through 
clear terms of use and an acceptable-use policy. Rate-limiting and content filters are 
implemented to avoid inappropriate or harmful queries. 
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5. CONCLUSIONS 

The development of the InnWater Governance Platform represents a significant milestone in the 
project’s ambition to provide innovative, digital, and user-friendly tools that strengthen multi-
level and cross-sectoral water governance across Europe. Building upon the initial version (D4.4), 
this second release integrates the three core analytical tools (the Water Governance Diagnostic 
Tool, the CGE Model Tool, and the Domestic Water Tariff Dashboard) into a coherent platform, 
enhanced by the InnWater AI Assistant. 
 
The platform demonstrates how advanced digital architectures, underpinned by Retrieval-
Augmented Generation (RAG) and modular AI agents, can lower the barriers of access to complex 
governance and economic analyses. By embedding contextual support and multilingual 
capabilities, the AI assistant ensures inclusivity, transparency, and improved user experience for 
diverse stakeholders ranging from policymakers to citizens. The iterative improvements, 
including bias mitigation strategies, ethical safeguards aligned with the EU AI Act, and integration 
of stakeholder feedback, reinforce the platform’s commitment to trustworthiness and 
responsible innovation. 
 
Beyond technical integration, the platform creates a space where governance diagnostics, 
economic modelling, and affordability assessments are no longer isolated tools but 
complementary modules. This interconnected environment allows users to explore trade-offs 
between governance gaps, macroeconomic policies, and household-level impacts, thereby 
supporting evidence-based and participatory decision-making.  
 
From an ethical perspective a set of measures have been embedded into the platform, such as: 
GDPR-compliant in data management, transparency and traceability in AI responses, fairness and 
multilingual inclusivity in all tools, and strong user engagement through pilots feedback. These 
safeguards are further operationalised through concrete instruments included in this deliverable: 
the Ethical AI Checklist (Annex A), originally defined in D7.3 and applied to the platform, and the 
Risk Assessment Template (Annex B), designed to identify risks and define mitigation measures. 
In conclusion, a set of measures to ensure that the InnWater Governance Platform remains a 
responsible, trusted and sustainable tool. 
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ANNEX A - CHECKLIST FOR ETHICAL AI 
DEPLOYMENT 

Data Sourcing & Governance 

✓ The indexed documents are publicly available and already reviewed 

✓ The index documents are non-sensitive 

Citation & Traceability 

✓ UI surfaces direct links to original content for user verification 

✓ Every generated answer uses source documentation. 

o If not, there is a warning of generating an answer without anchor 

documentation. 

Transparency & User Disclosure 

✓ Introductory banner in each tool listing strengths, limitations, and knowledge scope. 

✓ Clear disclaimer that the assistant is not a prescriptive authority. 

Privacy & Logging Consent 

✓ Interaction logs only recorded when users have given explicit consent. 

✓ Counterfactual and coreference tests run before release. 

Accessibility & Inclusion 

✓ Multilingual interface adapted to each language. 

Archiving & Data Retention 

✓ Secure deletion protocols enacted post-retention period. 
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ANNEX B - RISK ASSESSMENT TEMPLATE FOR AI 
ASSISTANT 

Risk ID Unique identifier (e.g., R001) 

Risk Area Category (Privacy, Bias, Security, Performance, etc.) 

Description Concise statement of the hazard or failure mode 

Impact Potential consequences (e.g., GDPR fines, user mistrust) 

Likelihood Probability of occurrence (Low / Medium / High) 

Severity Magnitude of harm if it occurs (Low / Medium / High) 

Mitigations Preventive / corrective actions to address the risk 

Residual Risk Expected risk level after applying mitigations 



 

 
D4.5 InnWater Governance Platform #V2       46 

Table 3 Risk assessment for AI assistant 

Risk 
ID 

Risk Area Description Potential Impact Likelihood 

(L/M/H) 

Severity 

(L/M/H) 

Mitigation Measures 

R001 Data Privacy Use of personal data without explicit 
consent 

GDPR breach →  fines, 

reputational damage 

L H – Enforce explicit consent 
workflows 
– Store logs only upon 
consent 
– Anonymize identifiers 
(name, email…) 

R002 Hallucinations Model generates plausible but 
incorrect information 

Misinformed decisions; loss 
of user trust 

M H – RAG citation 
enforcement 
– Threshold on generation 
confidence 
– UI “verify source” links 

R003 Algorithmic Bias Systemic disparities in outputs 
across demographic or regional 
groups 

Unfair recommendations; 
ethical/legal challenge 

H H – Counterfactual and 
coreference tests 
– Data balancing & 
synthetic augmentation 

– Post‐process correction 

rules 

R004 Compliance 
Drift 

Project evolves and new data or 
features fall outside GDPR or 
Horizon Europe ethics scope 

Non‐compliance; need for 
re‐approval by CE 

M M – Update DMP references 

– Version ‐ controlled 

ethics checklist 

R005 Security & 
Access 

Unauthorized access to retrieval 
corpus or model API 

Data leakage; service 
disruption 

L H – Secure API keys & tokens 

– Role ‐ based access 

controls 
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R006 Transparency & 
Trust 

Users unaware of system limitations 
or data scope 

Overreliance on AI; 
misguided decisions 

M L – Introductory banners in 
every tool 
– Clear disclaimers & 
“source scope” notes 

– In‐tool “verify” links to 

original docs 

R007 Ethical Misuse Users leverage assistant outputs for 

unethical or non‐project purposes 

Legal liability; reputational 
risk 

M M – Terms of use & 

acceptable ‐ use policy 

– Rate ‐ limiting and 

content ‐ filters 

– Logging + manual review 
flags for suspicious 
patterns 



 

 
 

ANNEX C - TERMS OF REFERENCE FOR 
REPLICATION EXPERTS 

Background   

The InnWater Governance Platform is designed as an eLearning environment and web-based 
decision support tool for water authorities, policymakers, and WEFE (Water-Energy-Food-
Ecosystem) managers. Initially targeted at pilot sites within municipalities and river basins, it 
will expand to a broader audience as the project’s primary dissemination and co-creation 
product. The platform integrates scientific and practical advancements in water governance, 
offering enhanced visualization, decision-making support, and eLearning features, including AI-
assisted insights based on use case data.  
To ensure its effectiveness and applicability to external users, a replication assessment will be 
conducted. This assessment will evaluate usability aspects such as navigation, tool integration, 
and data accessibility, providing essential feedback for refining the platform.  

Purpose  

The primary objective of this assignment is to assess the InnWater Governance Platform’s 
usability for new users, evaluating navigation, tool integration, and accessibility while 
identifying areas for improvement to enhance broad-scale applicability.  

Scope of Work   

The platform needs to be put in a usability evaluation exercise, where several metrics need to 
indicate the platform broad-scale applicability and flexibility to new functionalities or tools, 
considering multiple stakeholders and end-users.  
The replication expert will undertake the following tasks:  

• Participate in an online session conducted by the InnWater team to familiarize with the 
platform.  

• Assess the platform’s ease of use, focusing on navigation, tool relationships, and data 
accessibility for new users.  

• Evaluate how clearly the platform presents connections among different tools and 
functionalities.  

• Provide feedback on usability and applicability for a wider audience beyond the initial 
pilot sites.  

• Identify potential areas for improvement and suggest refinements based on user 
experience.  

• Prepare and submit a written summary outlining the main conclusions of the 
assessment, including key findings and recommendations.  

Reporting  

A final written summary report highlighting findings, usability challenges, and 



 

 
 

recommendations for improvement.  

• A structured assessment of the platform’s usability, including navigation, tool 
integration, and data accessibility.  

• Conclusions, discussion, and future improvements to boost the platform features.   
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